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Error Correction Code: Motivation

» Error-correcting codes (ECC) are clever ways of representing data so that one can recover the original information
even if parts of it are corrupted.

« The basic idea is to judiciously add redundancy (encoding) so that the original information can be recovered
(decoding) even when parts of the data have been corrupted (noise).
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+ E.g., assume we want to transmit one single bit b and the probability of bit flip is p. Input Output
« Using the 3-repetition code (sending [b, b, b]), the probability of error is reduced to ~ 3p? (but transmission rate 1/3). " §
1-p

« ECC s present in all types of communication (transmission over space) and storage (transmission over time)
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Error Correction Code: setting

» Goal: allow reliable data transmission over a noisy communication channel.
% For a Binary Linear Block Code (n, k)
* A desired binary message m~Bern*(0.5) is encoded to a redundant codeword
= x = Gm. Multiplication over GF(2), i.e., x = mod(Gm, 2), G € {0, 1}k
= E.g., the natural structure of images allowing their denoising is here inserted artificially into the data to allow optimal decoding.
* The codeword x is modulated (via BPSK) for transmission
= xy,=1-2x.
* The channel adds (AWGN) noise z
" y=xs+t+2z
* The (parameterized) decoder f¢(y) aims at retrieving the original codeword x from y.
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Error Correction Code: setting

» How can | detect that an error occurred?
 Check if this is one of the 2% codewords
* The parity check matrix H € {0, 1}™=X" \erne| defines the codewords

= G'TH= 0= Hx=0. /0
1
1010101 101010 1\][1 2 0
H={01100 11 Hx520110011)o:4:o
000 1 1 1 1 000111 1/10 2 0
1
\ 1
* The parity check equations allow parity check errors discovery (0\
» s=H(x®z,) =Hx® Hz, = Hz,, € {0,1}"°k, 1
» This binary vector of parity check errors is called the SYNDROME 1 01 01 01 1 3 [/ 1\
Ss=Hy=,{0 11001 1]|0 =4=0)
000 111 /] \3 1
1
\1/
* The Tanner graph is the (factor) graph representation of H (edge for 1 in each column)
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Error Correction Code: Background

* Given a code (i.e., H), the best possible decoder is defined by the NP-hard maximum likelihood
decoder (search for the closest codeword among the 2¥).

* Must have been done during the past 70 years in information theory for the design of provably
(asymptotical) optimal codes and their efficient (< polynomial time) decoding.

e Shannon's channel coding theorem (1948) shows that, given a noisy channel with capacity C, if the
information is transmitted at rate R = k/n such that R < C, then there exists a coding scheme that
guarantees negligible probability of miscommunication.

* Recently, neural networks-based decoders (aka neural decoders) have shown promising results in this
field.
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Neural Decoders

s Two main families of neural decoders:

* Model-based decoders implement augmented parameterized versions of the classical Belief Propagation decoder
built upon the Tanner graph (graph representation of H).
* Pros:
* Invariant to the codeword (robust to codewords overfitting)
* Built on iterative (message-passing) legacy methods
* Cons:
» Suffers from heavy and restrictive inductive bias.
* Improvement vanishes as the code length and the number of iterations increase

* Model-free decoders employ general types of neural network architectures (e.g., MLP, RNN)

* Pros:
* Total freedom in model design

* Cons: N
1. Overfitting (exponential number of codewords for training) y X

2. Difficulties for the model to learn the code.
3. Lack Iterative formulation

* Consin Common :
4. Lack Code invariance (one decoder for each code)
5. Not adapted to modern ECC settings (e.g., quantum computing)
6. Cannot design/learn the code







Model-BASED Decoders




Belief Propagation (BP)

* A factor graph is a (bipartite) representation of a discrete probability distribution that takes advantage of conditional
independencies between variables to make the representation more compact

* The Hammersley-Clifford theorem tells us that any positive joint distribution can be represented as a product of factors

p(x1, X2, x3) X 1 (x1) P2 (x2) P3(x1, X2) Palx2, x3)

 Belief-Propagation (Sum-product algorithm) allows efficient marginal inference p(x;) via variable elimination as
message-passing over the factor graph.

Vxl-—npk (xl) = H¢ke N(l)\{d)k} l’l(l)k—)Xi(xi) and M(l)k—)Xi(xl') = ZXSk\{i} d)S(XSk) HjESk\{i} VXj—>¢k(xj)

* For non-tree Bayesian graphs, the inference is not tractable. Thus, (loopy) belief-propagation is performed iteratively
(until convergence of the beliefs to a local minimum)

bi(x;) = P(x;) & ¢;(x) [pe nai) Heppeo; (Xi)
* Derivation:
*  Write the posterior factor graph p(X) = I1;¢;(Xs;)/Z and the tree graph distribution q(X) = Hibi(xi)l_dil'ljbsj (ij)
* Minimize with respect to the (constrained) beliefs b;, bs;: KL(qllp) = Hy(X) — X; Eqlog(¢; (Xs,)



Belief Propagation Decoding

* Early (Gallager) application of BP to ECC with a Posteriori distribution
* Plxly) ~ Plo)P(x) = i f (yilx)P(Ux @Bren(y) xx = 0)
* P(Ux @reni) Xk = 0) = gP(Bren(j xx = 0)
+ $(Xs,) = P(@ren() % = 0) =5 (1 + Men(i\i2(Vh ¢, (0)))

Since the variables are independent

» Belief-propagation decoding is generally represented as a Trellis graph unrolling of the factor/Tanner graph (log-likelihoods).
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How can we augment BP decoders?



© input neuron
atanh+tanh neuron
o tanh neuron

Learning to Decode Linear Codes Using | G
Deep Learning, Nachmani et al. Allerton 2016

» Input - LLR

Pr(Cy = 1y,)
l, = log
%S Pr(Cy = 0la)

Y, 1S the channel output corresponding to the vth codebit, C,,.
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Learning to Decode Linear Codes Using Deep Learning,

Nachmani et al.
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Hyper-graph-network decoders for block
COdES, Nachmani and Wolf. Neurips19

* Replace arcthan with first order approximation for stable training

* The decoder maintains symmetry condition for zero codeword training (no overfitting)



Hyper-graph-network decoders for block

COdES, Nachmani and Wolf. Neurips19
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BCH (63,51), large f (128 neurons)
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Model-FREE Decoders



How can we remain robust to overfitting?




Solving Model Free Overfitting

Encoder Decoder

BPSK\} i x, € (£1)" X5 + 7 yE]R"E : R E€R"
* We want h(-) such that P(h(y)|x) = P(h(y)) S :\ . 5
* Multiplicative noise

* The multiplicative noise Z is an equivalent statistical model to the true physical additive one z
y=x+z2=x,0Z2=2Z=y0 x4

* Preprocessing for invariance

* We can remain invariant to the transmitted codeword by processing other measures of y
* The Magnitude: |y|
> P(lyl|x) = P(Ixs 2| |x) = P(|x, Z||x) = P(|x|| Z||x) = P(|Zl|x) = P(|Z])
* The Syndrome: s(y) = Hbin(sign(y))

Decod
> P(s(y)|x) = P(Hx + H z|x) = P(H z) oot
. . y
» Extends classical syndrome decoding
Channel y? Hy?
e Result output [ sign » bin —» H estTr?asfion ¥ Estimate
. . . — —{ x = sign P &
¢ Even with loss of information y abs F X
» Does not involve any intrinsic performance penalty (in terms of BER and MSE) vl

» Guarantees the generalization of performance obtained during training.

% The prediction ¥ = f4(y) is now defined by fg: R? x {0,1}* % — R such that fo([|y],s(¥)]) = Z

Deep learning for decoding of linear codes-a syndrome-based approach, by A. Bennatan+, Y. Choukroun+ and P Kisilev, ISIT18






How can we insert information about the code
into the model free solutions?



Error Correction Code Transformer (ECCT) Neurips22
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Positional Reliability Encoding

* Regular architectures (FC/RNN) lose every initial/positional information along the layers.

* The one-hot high dimensional embedding is modulated by the code invariant magnitude and syndrome values.

= Less reliable elements (i.e., low magnitude) collapse to the origin (< 0).

* Now the inputis of dimension(n+ (n —k)) xd = (2n—k) X d
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Code Aware Self-Attention

* Decoding requires the cross analysis between elements.
* We propose to insert the code via an adapted masked self-attention.

* The proposed mask can be seen as the sparse adjacency matrix of the Tanner graph extended to
a two rings connectivity for simultaneous cross analysis.

Mask

Decoding ] PC Matrix

Nx/ 0
1
2

o 1 2 3 4 5 6

Lo~NNoU kW= O

0123456789

(S

QKT+QUU>V

A , K. V) = Softmax

Q(H) : {0, 1}(’”'_‘!“))('19 N {—OO, 0}2n—kx2n—k'




Noise Prediction Module

In order to predict the noise, the embeddings
are shrunk to a one-dimensional scalar
representation and further reduced to the code
length.

Initial Embedding Decoding
4 Nx
¥ I-1 ¥
1 2H bin(sign())
n




Experiments
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* Our method surpasses every existing neural decoder by very large margins (even with shallow ECCT)
and at a fraction of the complexity of the previous SOTA method.
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Analysis

Self Attention: La er 0 0-ua Self Attentlon Layer 1

Convergence Self-Attention Complexity and Sparsity
= BCH Masked L .
- - BCH UNmasked Efficiency:
—— Polar Masked 80 4 B Sparsity L a0
- - Polar UNmasked I Complexity
—— LDPC Masked . )
= - LDPC UNmasked -ag 60 - —BD?"
e e 5 : i 4 |l .""-‘.'-'-"'ll.v.n-u...-.-n.-.Ls».rq-.;p;-;. _'::-:1 E’
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80 et i AL iR e BT E 5
__Self- Attentlon Laye _ Self Attentlon Laye a 40 1 40 E—‘
: - - %) S
| ..“‘-i-l-\---l.',‘_‘.. TR ST 20— r ZDU
- vy o_ _0
0 200 400 600 800 1000 N 3 T 8 ¥ 3T 88z
Epoch T £ 8583 <538 8¢9 ¢ ¢
o 2 9o Z Z Z =5 Z 5 o ozo=T
| = 352288828838 ¢8
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80 e @ 9 9 8 2 8
g B S 8
Code
« Self-attention maps: * Impact of masking: * Sparsity and complexity ratio:
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values in the syndrome part for the orders of magnitude demonstrating reach up to 80% and as low as 5,
parity-check analysis to finally focus the importance of integrating code respectively.

on the information bits part. information.



“But it’s not very efficient...”



Accelerating Error Correction Code Transformers

* Accelerate and improve decoding via

1. Adaptive absolute percentile ternary (0,1,-1) quantization (90% compression and >224x less energy)

1

] { [ N O ™
Dequantization Dequantization -De uantization
“ Absj Max Al:P [ Abns(- . ,} 5 ¥
Qummn] [Quangizaﬁnn £ AAPLinear(x, W, b) = Quant(x) - Ternary(W) - O +b
Lo ) G (o) () Gl () b
(a) (b)

Figure 1: AAP Linear Layer: (a) QAT: Training with quantization noise; (b) Inference: Matrix
multiplication using only integer additions with fixed ternary weights and fixed weight scale.

2. Head partitioning self attention
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3. Positional encoding of the tanner graph
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Accelerating Error Correction Code Transformers, M.Levy, Y. Choukroun and L. Wolf



Accelerating Error Correction Code Transformers

* Matches/improve over ECCT

* Close to BP’s complexity
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Codes

 Linear Layers are extremely sparse

Average Sparsity Level of AAP Linear Layers

Sparsity Level

Linear Layer

Accelerating Error Correction Code Transformers, M.Levy, Y. Choukroun and L. Wolf
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Both highly and slightly corrupted codewords go through the same computationally
demanding neural decoding procedure.

How can we develop an adaptive and iterative decoding scheme?




Denoising Diffusion Error Correction Codes icLr23

Encoder Decoder

Diffusion

Denoising Diffusion Error Correction Codes, Y. Choukroun and L. Wolf, ICLR23



Channel Corruption as Diffusion

 We formulate the channel corruption process as an iterative forward diffusion process

Yy =xy = x9+ 0g, e ~N(0,1)

t
:mo—l—\/agl—{—---\/EEtIIO‘FZ Bi€i,
i=1

= xo + \/B:E NN(ItEfBOaBtI) Bt = Zﬁzl Bi
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Decoding as Denoising Diffusion

* Asin traditional reverse diffusion process, we are interested in learning to iteratively denoise the corrupted codeword y.

* The original scaled setting is adapted to the ECC setting

q(x¢—1|Tt,70) = Q(Ie|:ﬁt—1;ﬂftl)%
o (- (Bt (ol - b))
= exp ( - %( % + Sit:lﬂ?f_l - (%-Tt - %%}iﬁ-] + C(:ﬁfeﬂfn)))
3, By VBB " 3,8y




Parity Check Conditioning and Reverse Diffusion

* The reverse denoising process of traditional DDPM is conditioned by the time step.
20.0

» Since we are not interested in generative models, we suggest conditioning the diffusion 17.5
decoder according to the number of parity check errors which conveys information about the

level of corruption.

H
SR
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10.0

#PC errors

N
]

£(9) - _[Et;$(1,€ log (69 (IU + Btl/zgaet)a éb)

0.0

* The diffusion model is trained to predict the binary (sign of the ) multiplicative noise

* We obtain the traditional additive noise by subtracting the predicted codeword
¢ =y —sign(d) = y — sign(cy).

» The final reverse diffusion process is given by

-
o

2 o

= POLAR(64,32)
BCH(63,45)

w— |DPC(49,24)

w— MACKAY(96,48)

EbNo(dB)




Optimal Diffusion Step Size

* One major limitation of the generative neural diffusion process is the large number of steps required -
generally a thousand - to generate high-quality samples.

* The number of parity check errors conveys information about the level of corruption

» Given the reverse diffusion direction/vector, we define the optimal step size as the one which
minimizes the number of parity check errors.

* We propose to find the optimal step size A by solving the minimum number of parity errors.

VBBt
S (ﬂﬂt — )\mg) ”1,

A" = arg min |
AERT

* Since the objective is highly non-differentiable and non-convex (sign, modulo 2),
we suggest using a grid line-search approach
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Experiments

* The base noise estimator is an adapted
(“time” conditioned) ECCT

* Our approach outperforms the current SOTA results
(obtained by ECCT) by extremely large margins on
several families of codes of different lengths and rates,
at a fraction of the capacity.

* Especially for shallow models, the difference can be
orders of magnitude.

« E,/Ny ~SNR
* Code(n, k)

Method BP ARBP ECCT N=2 ECCT N=t Churs N=2 Curs N=6
E,/Ng 4 5 6 4 5 6 | 4 5 6 4 5 6 4 5 6 4 5 &
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\
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) i
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Experiments and Analysis
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How to adapt neural decoders to Quantum error correction?




Deep Quantum Error Correction aaai24

» Goal: allow the protection of quantum information from quantum noise (e.qg., quantum gates, decoherence).

* A quantum bit (qubit) is defined as the superposition of two states

Y) = al0) +Bl1), aBEC a2 +|B1% = 1
Syndrome ]
Encoding Measurement __Dgcgd_/ng ~

- o = -

f
¢ \ i 1
WL U —s (i) —— Elp)y  ——»PE|y), —LRATOMmE ,.I—~ Lz
\ ) I !

__________ I Semiaaed
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* There are three major differences/challenges with classical error correction

1. Syndrome Decoding: There is no arbitrary access to the current state (due to quantum wave measurement collapse)
such that only partial information defined by the syndrome is available.
It requires an adaptation of the existing neural decoders to syndrome decoding.

2. Logical Decoding: We are interested in the logical qubits only, meaning we wish to predict the codeword up to the logical
operators mapping (i.e., L.z instead of Z ).

However, this mapping is defined over the highly non-differentiable GF(2) (i.e., XOR).

3. Noisy Syndrome measurement: The syndrome measurement itself being noisy, the decoding must be performed based

on multiple noisy measurements of the syndrome is obtained upon multiple noisy syndrome observations.
Efficient decoding methods must be developed.

* These QECC challenges are at the core of our contributions.

Deep Quantum Error Correction, Y. Choukroun and L. Wolf, AAAI24



Overcoming Measurement Collapse by Prediction

In the QECC setting, only the code syndrome is available, since classical measurements are not allowed due to the wave function
collapse phenomenon. Thus, it’s not possible to arbitrarily access/measure the quantum state.

We thus propose to extend the ECCT, by replacing the magnitude of the channel output (i.e., |y|) with
an initial estimate of the noise to be further refined by the code-aware network.
Reminiscent of MCMC methods.

Given g : {0,1}" — R" the initial parameterized noise estimator from a given syndrome

2= fg (hq(s)) = fe([gw(s)vs])

{9}
Initial Embedding |
The initial estimator is trained to predict the noise from {5, 1= — []
the syndrome (i.e., syndrome decoding)
L, = BCE(g,(s),¢) 900) 7 n—k
Bits

Emb.



Logical Decoding

* The logical error rate (LER) metric provides valuable information on the practical decoding performance.
* We wish to minimize the following LER objective

Ligr = BCE(LfQ(S),LE) L € {0, 1}kxn.
where the multiplications are performed over the highly nondifferentiable GF(2).

* We propose to optimize the objective using a differentiable equivalence mapping
of the XOR operator via bipolar mapping

o ¢(u) =1—2u induces @(u D v) = d(u)P(v) such that we have

(AL z), =L;i®z=09¢"" (qub((L)ij -g;j))

 The LER training objective becomes 1 |Output
h(L,o(z)) L
'CLER = BCE (A (L, bln(fg(S))) s LE) FL
2Zn—k—-n
FC
d—1

Norm

» |



Noisy Syndrome Measurement

In the presence of measurement errors, each syndrome measurement is repeated several times, and efficient noisy

measurement decoding is required.

At each time sample we have the syndrome defined as

st=(H@x®e @ Dey)) Déy

We first analyze each measurement separately and then perform global decoding at the embedding level by applying a

symmetric pooling function, e.g. an average, in the middle of the neural network.

Given a neural decoder with N layers and the activations ¢ € R7*™"*¢ the pooled embedding is given by

@ = %th)t atlayer I = [N/2]

Final Objective: Given Lgex = BCE(fs(s),¢) the overall objective is

L = AerLBER + ALERLLER + AgLy

The BER regularization is important since the GF2 optimization induces
severe saddle point optimization.

® N2

Pooling over T

Feed Fwd
4
Norm

MH-SA ‘!‘T(H)
Norm

{@i}{zl



Experiments

* Experiments are performed on the popular Toric and Surface codes.
* The performances are reported for lattice of up to length 10 (i.e., hundreds of qubits)

* Several noise settings are experimented
* Independent noise Edge

N

|

* Depolarization noise
* Circuit noise Plaquette

* With faulty syndrome measurements

Vertex

 The model is based on the refined ECCT with a shallow
architecture of 6 layers with highly sparse self-attention. e —

* The baseline is the very popular
Minimum Weight Perfect Matching (MWPM) algorithm "
(0((m® +n?) log(n)) to 0(n?))




‘oric Code Results
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Analysis

Toric Code
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One needs to develop, train, and deploy one (neural) decoder for each family of code, length, and rate.

How can we develop a single universal neural decoder
which is code/length/rate invariant?



A Foundation Model for Error Correction Codes icLr24
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A Foundation Model for Error Correction Codes, Y. Choukroun and L. Wolf, ICLR24
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Code-Invariant Initial Embedding

* In ECCT, a unigue model is crafted for every code and length where the initial embedding is designed such that each input bit
possesses its distinct embedding vector, providing, as a byproduct, a learned positional encoding. | — (h(y) : 15) o W]

* |In our length-invariant model (FECCT), we propose a new code-invariant embedding, where a single embedding is given for all
maghnitude elements, and two embeddings are given for every element of the binary syndrome.

p Initial Embeddin
5 yi| W, if 71 <n .
; — . Magnitude
i Wé ()in., Otherwise Embedding 1
T—n
y -1 O—[]
l_‘
Syndrome
H S S d Syndrome —» One hot
With {WM', WO 9W1 } e R*. Emb.

* This new length/rate-invariant initial encoding requires
three embedding vectors compared to the 2n — k vectors of the ECCT.

* In contrast to ECCT which captures the bit position with learned embedding,
our method lacks positional information.




Tanner Graph Distance Masking
as Code and Positional encoding

e FECCT’s SA masking serves two purposes.
* Similar to ECCT, it integrates the code structure into the transformer.

* Adds the relative position information to the processed elements.

* The Tanner graph captures the relations between every two bits in the code (relative positional encoding).

* We consider the distance matrix g(H) € N@n-l)x@Zn-k) induced by the code (Tanner graph).

* Each element (i, ) in this matrix is defined as the length of the shortest path in the Tanner graph between node i and node j.

* We learn a parameterized mapping J: N — R of the distance matrix, incorporated into the self-attention

Qf;) o w(G(H)))V.

Ag(Q, K, V) = (Softmax(

* This attention mechanism generalizes the ECCT which captures only up to two rings connectivity information.

ECCT Binary Mask Tanner Graph Distance
(

Parity check matrix
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Parity-Check Aware Prediction

ECCT makes use of two fully connected layers (least length invariant modules) for the final prediction ((2n — k) = n)

ECCT’s learned output layer is (surprisingly) greatly induced by the code/parity check matrix.

By splitting the syndrome and the channel output elements we integrate the remaining syndrome information by aggregation
according to the parity check matrix connectivity

ECCT Mask

(a) (b) (©)

Motivated by this phenomenon, we explicitly enforce a similar dependency structure.

= (oWt + H” (¢0.5Ws)) Was1

This way, the final prediction is code-aware but also code/length invariant.

Finally, the FECCT being invariant, its number of parameters is independent of the code.




Experiments

* Trained on multiple codes, our single decoder (with

smaller capacity) can match and even outperform other
methods designed and trained separately on each code,

in multiple scenarios
* Pretrained codes

» Zero-shot codes

* Fine-tuned codes

Code Length

Code Rate

) 0 120 02

il )
Length

(a)

03 04 05 0

Rate:
(b)

Supervision Unlearned Fully supervised Zero-Shot
Method BP Hyp BP ARBP ECCT Ours
By/No i 5 6 4 5 6 4 5 6 4 5 6 & 5 6
408496 607 448 607 845 480 643 8.69
BCH(63,45) 436555 726 464 627 851 497 690 9041 187241020 5.187.3210.31
434529 635 464 608 8.16 495 669 9.18
BCH(63,51) 450582 742 480 644 858 5.17 7.16 953 937961122 5718071131
BCH(12792) NANA NA NA NA NA NA NA NA 410571 838 4.11584 8.79
BCH(255.163) NA NA NA NA NA NA NA NA NA 334 413 580 334413 576
cCsDS(128,64) 6399651378 69910571527 7.25109916.36 (7710511590  6.529.67 15.01
CCSDS(3216) NANA NA NA NA NA NA NA NA 593 7.77 1002 5237.00 9.21
POLAR(12886) | 50 < ¢o g'gg o e A S MO 639 9.08 1270 5.537.9011.29
POLAR(64.32) i'gg ‘5"2‘; g“s‘g j'gg 2"1‘3 ;'gg g;; g'ig g'ég 691 9.18 1234 5.887.9110.76

Zero-Shot Codes

Tanner Graph Distance Histogram Code Types
* Ep/No ~SNR an .
. Code(n, k) ’
4 Dbl‘”l\;[‘ 10 BCH CSDS 'H(“,, !I:‘DJ".‘ LTE PolarCode
Method BP Hyp BP ARBP ECCT Ours
Ey/N, 4 5 6 4 5 6 4 5 6 4 5 6 4 5 6
372465566 3.96535720 433594821
BCH(63,36) 403542726 429591801 457639892 490637 885  4.536.38 9.10
BCH(127,120) NA NA NA NA NA NA NA NA NA 470637 895 462633 895
Reed Solomon(21,15) NA NA NA NA NA NA NA NA NA 571742 911 571728 9.12
Reed Solomon(60,52) NA NA NA NA NA NA NA NA NA 5537.54 998  5.477.59 10.21
POLAR(32,16) NA NANA NA NANA NA NA NA 6578941191 6.368.3611.49
POLARGags) AU 42330 ATTONRI 00 Gossan 1090
Pretrained Codes
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Analysis

Layer 2
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e Learned Distance Mapping:
FECCT seems to assign the most
impactful mapping for the elements
distanced by one and two nodes,
remarkably matching the ECCT’s

two-ring heuristic.

Method POLAR(64,32) BCH(63.45)
4 5 6 4 5 6

ECCT 412 522 6.67 445 581 7.65
ECCT +11 427 554 7.14 452 598 792
ECCT + 10 444 573 740 441 576 762
ECCT + 11 + 10 409 526 6.80 431 562 741
ECCT + DM 444 573 737 474 634 853
ECCT+DM +11 444 573 7.37 517 707 959
ECCT + DM + 10 436 5.64 732 453 6.01 803
FECCT: ECCT+DM+11+10 436 564 732 452 598 8.05

R

2 | 6 8 10

* Architectural Ablation
The ablation demonstrate the beneficial

impact of each of the contributions on
the obtained accuracy compared to
SOTA

Method FECCT - single FECCT
4 5 6 4 5 6

POLAR(64,48) 6.358.5011.12  6.06 8.21 10.96
POLAR(128,86)* 390536 7.57 5.537.9011.29
BCH(63,36) 401542 730 4536.38 9.10
BCH(63,51)" 4.656.35 873 5.718.0711.31
Reed Solomon(21,15) 4.254.62 497  4.56 6.83 10.51
Reed Solomon(60,52)  3.68 3.81 3.77  5.477.49 10.24
CCSDS(128,64)* 290342 430 6.529.6715.01
CCSDS(32,16)" 410454 443  5237.00 9.21

Generalization:

To show the importance of dataset
diversity, we show that training FECCT on
one single code is slightly better on the
trained code but totally lacks generalization






How can we co-learn binary linear block codes
along with the neural decoder?




Learning Linear Block Error Correction Codes icmLz4
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Learning Linear Block Error Correction Codes, Y. Choukroun and L. Wolf, ICML24



End to End Optimization

* We assume the standard (/canonical/systematic) form of the code for differentiable and fast optimization
G =[I,Pl, Pef{01}x0h

= H = [PT,In_k]

Using a general form matrix form is preferable but requires fast and differentiable computation of its inverse at each iteration.

* We want trainable parameterization of the code Q € R¥*(™=K) sych that, with bin(-) a binarization function, we have

P = Py = bin(Q),.

* The end-to-end optimization objective is now defined by

£(2,0) = [Em-wBern’“‘(1/2)=e~ZBCE(fe(h-s‘z(ys'z))e bin(é))

yo = &(o(m,Gq)) + ¢
ha(ya) = [lyal, Habin(yq)]



Optimization over GF(2)

+» Two main non-differentiable modules in the pipeline

* Binarization
* Performed via the Straight-Through-Estimator (STE)

bin(u) = &' (sign(u))
obin(w) Luj<r
ou 2

* Dot products over GF(2)
» Performed via polar transform [1]  (u) = 1 — 2u,u € {0,1} - &(u D v) = E(uw)é(v),YVu,v € {0,1}

(qﬁ(m, C]IQ))i =G, &m=¢&1 (H?lg((G“)@ -mj))

* The new form defines a multilinear polynomial (potentially inducing saddle-point optimization)
and the gradient can now be computed in a differentiable manner.

[1] Deep Quantum Error Correction, Y. Choukroun and L. Wolf, AAAI24



Differentiable Masking

* We suggest to extend FECCT to support end-to-end training

Existing masking methods induced from the code are extracted once in a non-differentiable fashion,
* No information can be backpropagated during the optimization from the mask to the code

* We learn a parameterized mapping ¥,,: N — R of the elements constituting the mask, which is derived by the parity-check
matrix, such that

OKT 9 (g(H.
Ay (Q, K. V):Softmax(Q : +i*/%(g( Q)))K

i H! Hq Hgq )
— Q 1 - 1
9(Ha) ( HS%: HQHS:L;

Represents the two-step transition matrix between every two nodes

Standard Form Mask

Decoding

Initial Embedding
N

| Feed

¥
; o




Experiments

* Even for fixed (not trained) code the proposed neural decoder outperforms the state-of-the-art neural

decoder.

* The end-to-end optimization of the code improves the performance by very large margins.

Method BP SCL ECCT DC-ECCT E2E DC-ECCT
Ey/No 4 5 6 45 6 4 5 6 4 s 6 4 5 6
POLARGL1) 329377421 6227806 1028 446557 101 453 569 708 465 581 1.8

SN 304471 570 645 837 1060 6378121019 641 8.09 1057  6.62 8.57 11.71
POLAR(GL32) 33402445 724974 1291 456593 775 440 576 167 472 6.22 813

32 420535 645 8.1610.7313.98  7.190.70 1333 7.45 1049 1374 7.59 10.38 13.00

159587 7.57 161597 7.69 497 656 854 530 6.89 9.09

BCHGLIO 515687 927 NA 6378321063  7.07 9.69 1254 7.19 9.08 12.84

4074.92 6.03 459607 8.13 454 607 8.14 498 6.69 8.97

BCH(6345) 435560 7.24 NA 6.258.78 1245  6.08 8.64 1241  6.37 9.09 13.12
5257.15 9.86 421532 656 408 520 655 495 646 833

LDPCUA9.24) ¢ 09 575 11.91 NA 534643 721 557 655 721 6.28 877 12.33

443532 6.43 437511 6.03 504 6.68 882 5.12 680 9.02

RS(60.52) 469 6.43 7.56 NA 437513 604 561 7.59 982 561 7.56 9.90

BCH(63, 45)

102

— BP[L=50}
— ECCT

— DCECCT
— E2E DC-ECCT

1072

BER

1074

10-°

20 25 30 35 40 45 50 55 6.0
EpfNo

POLAR(32, 11)

— BR(L=50)
-5 { — Eccr
— DCECCT
— EZE DC-ECCT
-6 4 — scuL=32)

2 3

RS(60, 52)

— BP(L=50}
— ECCT

— DCECCT
— E2EDC-ECCT




Analysis

Code Baseline Standard form Random H Random E2EQ

E, /Ny 4 5 6 4 5 6 4 5 6 4 5 6 4 5 6

(1.16) 459587757 397467557 323372436 422501586 613 7.95 990
' 5126.879.27 464589737 3424.18533 4.896.14738 642 831 10.24

(63.45) 407492603 437533642 372426493 3.964.61541 555 733 923
’ 435560724 478630822 393479593 427529669 615 860 1132

60.52) 443532643 460565694 441532645 460563693 473 579 701
- 469595756 483621800 465590753 483619797 499 645 835

(64.32) 353402445 382437503 292337373 334390464 693 949 1251
’ 420535645 481574671 296354417 359453587 7.69 10.04 12.94

* BP on learned codes:

The learned codes outperform other
codes under the BP decoder by very
large margins, even if the code is

presented in standard form.
Our method seems to provide good
codes in a broader sense.

0.06

s
LEAIEY

7
303

H Sparsity (%

o2

o

— 1 fixed

€2 learned

0 00 100 il B0

) 1000 U] 200

1o

G0 300 1000

Epoch Epoch
(a) (b)
7]
100
in
& B
= o S
a |
L 115
=i} &
o =10
20 -
]
| 0
0 200 100 600 800 1000 i 200 100 o 800 1000
Epoch Epoch
(c) (d)

Training Dynamics

The encoder-decoder models enable

faster and better training.
Fast change during first stages.

The learned code is generally sparse.

Code (31,16) (32,11

E, /Ny 4 5 6 4 5 6
Our 516 651 819 440 554 7.04
Mask V2 483 6.18 7.85 404 505 6.28
STE 511 653 820 463 589 7.39
Mask S.G. 454 581 750 426 539 6.79
Randomm 5.04 644 813 438 550 6.84

e Ablation Study:
We show that the different elements of the
architecture and training are crucial for
performant results.






How can we design optimal codes according to
Belief Propagation decoders’ inductive bias?



Factor Graph Optimization of Error-Correcting Codes for Belief Propagation Decoding sub to Neurips24

Original PCM

Factor Graph Optimization

Factor Graph Optimization of Error-Correcting Codes for Belief Propagation Decoding , Y. Choukroun and L. Wolf, sub to Neurips24



Belief Propagation Decoding

A factor graph is a representation of a discrete probability distribution that takes advantage of conditional independencies between
variables to make the representation more compact

PC Matrix

Gt = ) e
1,..., n -_ Z . . 2 ' 4 . .

Belief-Propagation (Sum-product algorithm) allows efficient marginal inference p(x; ) via variable elimination as message-passing over

the factor graph.
in—> (x) = U —>Xi(x')
b I Lske NN | T

v (x;) = X Vy . (X
TISACOED I O] [ BIPRACS

For non-tree Bayesian graphs, the inference is not tractable. Thus, (loopy) belief-propagation is performed iteratively (until convergence)

P(x) = (%) pe Ny Hppox; (X0
Belief-propagation decoding is generally represented as a Trellis graph unrolling of the factor/Tanner graph (log-likelihoods).

Pr(c, = 1lyy)
L, =1 - 77
1 Tv T 08 (Pr (o = O[y)

Wet1 k41 2%k ,
2. i = T, =L, + Z T ‘ 350000068 ;
e’ N\ f(ev)} | W .
2%k—1 | :
. s
3. a2t o tanh (—62 )) A I

XSe\{i)

= 2arctanh H
e’eN(c)\{(c,v)}

4,
0, =L, + Z :133,1’

LS ASJASNESSS

TXT LAY
CTEEEEE 60 b9 »



Belief Propagation Codes

We wish to obtain BP-optimized codes by solving the following factor graph learning (structure learning) objective

H = argmin  Epppent g cnzirens, D nir (6(GUH)m) + 2),m ) + R()
He{0,1}(n—k)xn

* fpyristhe BP decoder built upon H with T iterations
* ¢(-) denotes the codeword modulation
* D is the metric of interest and R denotes a potential regularization of interest (e.g., sparsity or code structure)

Multiple challenges arise
1. The optimization is highly non-differentiable (NP-hard binary non-linear integer programming)

2. x = G(H)m = Gm is both highly non-differentiable (matrix-vector multiplication over GF (2))
and computationally expensive (inverse via Gaussian elimination of H)

3. The modulation ¢(+) can be non-differentiable

4. BP assumes a fixed code (i.e., the factor graph edges) upon which the decoder is implemented.



Structure Learning via Tensor Belief Backpropagation

* BP decoders are generally implemented using sparse graphs via the Trellis graph depiction. ﬁ H*E

* We propose a Tanner graph learning approach, where the bipartite graph is assumed as complete with binary weighted edges.

* The two alternating stages of BP can be represented in a differentiable matrix form rather than its static graph formulation

QZJ_L—l_ Z R z—L+ZRszj@_Rji

J'ECi\]
- R, = 2arctanh H tanh (Qi’j)
! ‘ , 2
'eVi\i

1

. (1 - H) S {U, 1}(n—k)><n represents the identity element of multiplication

= 2arctanh (H (tanh (QEHJ) + (1 - Hﬁ,)> / (tanh (Q23> + e))

Algorithm 1: Tensor Belief Propagation

1 function BP(1lr, H, iters, eps=1le-T)

// 1lr is the batched LLR matrix, (B, n)

// H is the binary parity-check matrix, (n-k,n)

// iters is the number of BP iterations

H = H.unsqueeze (dim=0).T

C = 1llr.unsqueeze(dim=-1)

fort in range(iters) do

L Q =Cif t == 0 else C + sum(R*H,dim=-1) .unsqueeze(dim=-1) - R

* BP remains differentiable with respect to H as a composition of differentiable functions

tmp = tanh(0.5*Q)
R = 2*atanh( prod(tmpxH+(1-H),dim=1)/(tmp+eps) )

return C.squeeze () +sum(R*H,dim=-1)

®° 9 o m kW R




1. Highly non-differentiable optimization

Belief Propagation Codes Optimization o ettt

3. Non-differentiable modulation¢()
4. BPRassumesafixed-code
* For any given H the conditional independence of error probability under symmetry [1] is satisfied for message passing algorithms

« Itis enough to optimize the zero codeword only i.e., c = Gm = 0 (challenge 2)

* The tensor reformulation solves the major graph learning challenge (challenge 4).

* As a by-product, the optimization problem is invariant to the choice of modulation (challenge 3)

* To optimize H (challenge 1) we relax the NP-hard binary programming problem to an unconstrained parameterized problem

* Defining () ¢ R(P—k)Xnwehave F :— H () = bin(2)
* Implemented via shifted straight-through estimator (STE)

bin(u) = (1 —sign(u))/2, Obin(u)/0u = —0.51,<;

* The final objective is given by the empirical risk objective (with ¢ = ¢p(cq) denotes the modulated zero codeword)

T n

L(Q) =) > BCE ( Foin).t(cs + &), c) + R(bin(Q))

t=1 i=1

* While highly non-convex, the objective is (sub)differentiable and thus optimizable via classical first-order methods
* Since H is binary, only changes in the sign of Q are relevant for the optimization.

* Given the gradient Vo L computed on sufficient statistic we propose a binary programming aware line-search procedure limiting the number of steps
to up to n(n — k) « 2nm-k

9)
A =argmin L(2 — AV L), To =1s; = ( ) s; >0}

AeZo Vol

[1] Thomas J Richardson and Riidiger L Urbanke. The capacity of low-density parity-check codes under message-passing decoding. IEEE Transactions on information theory, 2001.



Experiments

* Our method improves by large margins all code families on the three different channel noise scenarios
and with various number of decoding iterations (L=5,15; first and second row).

Channel AWGN Fading Bursting Method SCL BP (Polar) Our (Polar) BP (5GLDPC)  Our (5G LDPC)
Methgd BP Our BP Our BP Our Eb/No 4 5 6 | 4 5 6 4 5 6 | 4 5 6 4 5 6

Ey/No 4 5 6 4 5 6 4 5 6 4 5 6 4 5 6 4 5 6 - - - — R ERTET
22 806 1028 | 4365.597.18 5487.02892 | 6.06 7.53 923  6.63 8.53 10.

BCH(63.45) 406 491 604 5.44 693 860 3.003.46 390 3.96 458 527 360432 519 405 5.07 627 B216)  ¢45 537 1060 | 464207704 576744941 | 657 817 1016 711 892 1131

; 421 524 659 5.0 7.35 9.16  3.133.55 404  4.10 4.80 556 367452 559 421 540 6.85 oapy 1369821208 | BT 05 995 1210 787 10421292

CCSDS(128.64 646 961 13.99 7.341048 1437 572742 947  6.73 845 1045 5297811125 623 8.80 11.90 : 8.10 10.73 14.00 836 1050 13.02 875 11.17 13.76

(128,64) 73210831543  8.61122616.00 6438291028 8.0510.0712.37 5988.8512.53  7.39 10.43 13.28 (o864 S4O1Ld61616 | 199013201673 998 13.2717.02

: 9.59 13.12 17.48 1231 1598 18.06  12.04 16.18 18.66

481 7.17 10.75 17.7010.87 14.25 4.105.23 6.68  6.68 8.47 10.50 397575 840  6.23 8.89 11.98

LDPC(121,60) 531 796 11.85 8.8611.911441 442561 7.04 7.71 9.67 11.76  4.316.37 925  7.26 10.03 12.88

6.59 9.68 13.43 7.7711.2115.06 4.605.80 7.22  5.55 6.90 8.36 5.307.6010.66 6.23 8.87 12.19
7351094 1546 8.75124515.67 497629 7.82  6.25 7.80 9.47 5.818.5012.15  6.99 10.09 13.74

LDPC(121,80)

LDPC(128.64 3.66 465 580 5.54 7.37 9.44 322380 444  4.86 594 7.5 323408 509 3.72 5.00 6.54 B 5G LDPC(32,16) AWGN 5G LDPC(64,32) AWGN
(128.64) 400 5.16 642  6.56 870 10.81 3.514.18 484 5.64 6.85 8.14 348451 566 4.13 572 7.66 107 0 -~ scurcanios 3 -~ scurcaniy
—— Our = = 10-3 r ur = -
LDPCE2,16) 436 559 7.18 5.48 7.02 8.92 403470 547 526 602 6.82 3.88489 6.18 477 6.02 7.52 o e =ildLah
. 464 607 794 576 744 941 429506 590 543 623 697 409526 676 5.01 6.35 7.96 s
LDPC(96.48 673 9.48 1298 7.22 996 13.37 383457 535 537 651 7.71 5687941090 5.90 8.19 10.91 B B
(96.48) 750 10.61 1426 8.29 1112 1406 417494 573  6.14 7.38 8.65 6338911199 6.71 9.28 11.75 & 10 & 10
LTE(132.40 294 332 357 3.5 371 4.04  3.173.45 3.67 449 499 547  2753.17 347 299 3.44 378 §
(132,40 337 3.79 409 393 449 489  3.603.82 401 532 581 631  3.173.62 396 3.53 4.03 4.41 107 10
MACKAY(96,48) 675 9.45 12.85 7.03 9.63 1278 6.287.86 9.55 6.53 8.06 9.77 572797 10.8] 5.95 8.23 10.91 .
, 7591052 14.09 7.9910.97 1405  7.048.76 10.64 7.47 932 11.19 639890 11.91 6.82 9.41 12.71 107 e Yo v de as e s e o5 o
POLAR(128.86 3.76 4.17 458  4.83 587 6.58 3.153.53 391  3.64 4.28 494 348396 437 3.69 4.51 5.18 EvfNo EsNo
(128,86) 402 467 538 537 6.88 8.10 328373 418 392 470 552 365431 497 3.87 491 591
5G LDPC(32,16) AWGN 5G LDPC(64,32) AWGN
RS(60.52 441 532 641 5.02 638 7.99  3.11341 3.77 337 3.73 412 385458 544 417 5.18 6.40 0 e s
(60,52) 454 552 664 507 647 812  3.133.43 381 338 375 4.15 391472 567 421 527 6.56 : s g - = h e
LDPCPGE2(6432) 438 512 604 445519 610 408444 481 410 446 485 407469 543 407 470 543 10-2 i & et
’ 438 5.13 604 4.44 519 6.10 408444 481 410 447 485 406469 543  4.06 4.69 5.44 -
o o
LDPC PGES(64.32 6.02 820 1095 6.53 873 11.56 563686 831 622 7.48 882 518697 934 559 7.41 9.51 & 103 g
(6432)  £63 906 1230 7.13 948 1220 619752 902 696 834 9.85 5687.7510.19 6.12 8.06 10.13 10
398 5.17 670 5.6 7.22 9.13  3.524.18 495 5.02 6.00 7.11 348447 575 426 550 7.01 107 )
LDPCPGEIO(64.32) 457 577 767 625 8.28 10.59 371447 530  5.60 6.72 7.90 367490 646 473 6.22 8.01 tor®
107 3.0 35 40 45 5.0 55 6.0 6.5 7.0 30 35 40 45 50 55 6.0 6.5 7.0

Ep/No Ep/No



Analysis

* Impact of initialization
* Initialization has a large impact the performance (local convergence)

random(64,32) p=0.75 random(64,32) p=0.5 random(64,32) p=0.25 random(64,32) p=0.1
Ssal == random BR(L=5) heTs —= random BR(L=5} == random BP(L=5]
Siiaal — Our BP(L=5] 10-2 - — OurBRiL=5) 1072 — OurBPiL=5)
SIrees == random BP(L=15) == random BP(L=15) == random BP(L=15)
Iy — OurBR(L=15) — OurBML=15) — OurBPIL=15)
10-2 1073
o « o «
i i i i
& a & a
1074 10-3
2| == random BP(L=5)
10 — Our BP(L=5)
-~ random BP(L=15) 5
—— OurBR{L=15} 1o 10°%
30 35 40 45 50 55 60 65 7.0 30 35 40 45 50 55 60 65 7.0 30 35 40 45 50 55 60 65 7.0 30 35 40 45 50 55 60 65 7.0
EniNg Enlhy EpfNg En/Na

* Learned regularization

* Regularization enforces structure and can improve performance. Sparsity constraint has low influence since it coincides with BP’s inductive bias.

Sparsity Reduction

random(64,32) p=0.75 random(64,32) p=0.1 random(64,32) BP (L=5) random(64,32) BP (L=15) e
_____ 102 . —— random BR(L=5} — Baseline — Baseline w©
Semwsssszzosescooooo | ] NS — Our BR(L=5) — A=0 —A=0
‘‘‘‘‘‘ == random BPIL=15) — A=01 S5 — A=01
Sael — Our BR{L=15) 102 — =03 10 — A=03
‘‘‘‘‘ — A=05 =IET g®
1073 3 >
& [ « " x 10 W 20
] 8 & 10 & i
1072 104 10
== random BP(L=5} 1074 10+
= Our BP(L=5) I
—— random BP(L-15) o [ |
— OurgpL=15) 10-5
NSNS S S— O O S S— _— § ¥ g § I € 8 § ¥ B &
30 35 40 45 Esf::; 55 60 65 7.0 30 35 40 45 E:‘f‘q 55 60 65 7.0 TR R T R R T T R R R I T O T S O B
o EuiNo EuiNo R EEEEEER
g g g g
4 4 § 3 3 3 § 2
g

* Conve rgence Original POV Figure 5: Sparsity reduction of

. . . . ... Drigjual PCM the proposed codes.
* Optimal step sizes are close to the working point vicinity. . prop

Errar Rate of BP(bin{0Q - A,9,))
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Links

* Papers:
e https://yonilc.github.io/

e Code:
e https://github.com/yonilc

* Correspondence:
e choukroun.yoni@gmail.com



https://yonilc.github.io/
https://github.com/yoniLc/ECCT
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